YOYOW
LEREHITRS



B S: 202106301800

B ABELTR: YOYOW

BT AR L -

https://github. com/yoyow-org/yoyow—core/tree/yy—testnet—-3.0 (E&EH 1)
VIGHEE T commit: d4029f0b13a88236dde216f9c024cfe49a3dl3cf

BRAHTF commit: fa9b46e04c27a4ff3b2b89r9cccab6f70c322e75

BT HE: 2021, 05. 31

Bt SE M H#: 2021. 06. 30

Bt R EE (D

HIHRIRA: ARG LB A R A F]

HIFRB R R

F5 | HRA IR IR
GLIHE &

1 HLIHEAINL EREE &
=21 b Ul

) N GBI &
o T-H: % @it

UM AR R B IE AR MR, AR AR AT HE | RIE B T 2 AN R X
I BT 155 BN o AU THUEE R AR T B ) o TSR e 45 AR rh 2 e 1 SR
VO FE AT T, AR AN L IR AEA I T SRV 2 N o AT E 2 R DU AN 41 75 th
LAY QA7 B AR I S0 BRIt BASR S, T H L DA A7 7 B30k AR BRI (R el s »
FRAREE 2 RHTCVE P EL A B 22 4 IROU AT BERT I, TR AN AR FE ST . A4 PR 1 2 4
BT KA N, BT A BRI AR AR R AT O A RSB 2 R PR A ) SR A B
KL Bz SRR AE AR TSRS . BB s, MUk Bl ) A2 R 1 b )5 dnd ik S
PERIBRME S SR BB, IR et B S IR (14195 D0 15 S B AN 25 5 L BB (1S AF
ANBERHEA R T HUR G R AR ARSI, e 2Rt H06 BT 3 B3 R AASA 2 i A7k
AT DA o BB 22 Rk 45t 2L AR AS o T o ARG 2 B SR (18 B AP 1) SR AN BRI 5 R AT BE 2
FHUIE RO BOR TR 8, B FARTYU AR SOR AR ER Y, AR EE 2R A A H T
T AATIAFAETCTE 58 BEARG I H 4 748 ARG PR PT REE » A 22 BB | 7 AR AU R AN AR AEAT AT 51
£

A W S A SR BB AR B 2 BHE T




HIHER:

A TR PRSI 9 7 A% A BE YOYOW () WASM B 2 44tk UL KoMl 4538 4 2e 4 M5 T
BEAT S 4L A SR S e e i E . BT, YOYOW A8ER) WASM I HUE I BT A E & W a3,
HIHEREE () -



) Rt

BEOSIN
1 BB
YOYOW 3.0 Frif T & e & 2k, BEEA 2 ML WASM, FH P AT LRSS . T, AR RE S 2.
1.1 5AHE

] gxx T H G0 B BE G LIRS, A2 WASM T3R5 SR AN ABT $2 FISC . #R)5 8] deploy_contract
R EEEL.

// ENER // RIBEE#E: libraries/wallet/wallet. cpp

signed transaction deploy contract (
uint64 t contract id,
string vm type,
string vm version
string contract dir,
bool csaf fee = true,
bool broadcast = false)

{ try {

FC ASSERT (!self.is locked()):

std::vector<uint8 t> wasm;
variant abi_def data;
/] FREREER // MBS BEA LI WASM F 88 304 5 ABT 0 30k
auto load contract = [&] () {
fc::path cpath(contract dir);

” 7

if (cpath. filename(). generic string() == ”.”) cpath = cpath. parent path();

fc::path wasm path = cpath / (cpath. filename (). generic string() + 7. wasm”);
fc::path abi path = cpath / (cpath. filename (). generic string() + “.abi”);

bool wasm exist = fc::exists(wasm path) ;
bool abi exist = fc::exists(abi path);

FC ASSERT (abi exist, “no abi file exist”);
FC ASSERT (wasm exist, “no wasm file exist”);

abi def data = fc::json::from file(abi path);

std::string wasm string;

fc::read file contents(wasm path, wasm string);

/] FREER // BRRE LI WASM FAT RS SO 2 PA\x00\x61\x73\x6d P75k

const string binary wasm header ("\x00\x61\x73\x6d”, 4);

FC ASSERT (wasm string. size() > 4 && (wasm string. compare (0, 4, binary wasm header) ==
0), “wasm invalid”);

for (auto it = wasm string.begin(); it != wasm string.end(); ++it) {
wasm. push back (*it) ; //TODO
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load contract () ;

/] BEER /) REXSHEH

contract deploy operation op;

op. contract_id = contract id;

op.vim_type = vm type;

op. vin_version = vm version;

op. code = bytes (wasm. begin(), wasm. end());

op.abi = abi def data.as<abi def> (GRAPHENE MAX NESTED OBJECTS) ;

signed transaction tx;
tx. operations. push back (op) ;
set operation fees(tx,
“remote db—>get global properties().parameters. get current fees(), csaf fee);
auto dyn props = get dynamic global properties();
tx. set reference block( dyn props. head block id );
tx. set expiration( dyn props.time + fc::seconds(30) );

tx. validate () ;
/] BENER /) BRI BE
return sign transaction(tx, broadcast);

1
FC CAPTURE AND RETHROW( (contract id) (vm type) (vm version) (contract dir) (csaf fee) (broadcast)
) )

TR AA LB L G, 2T do_evaluate BN GLIFREAL 5 AT, W@ RL%,
VA do_apply BECK & 215 85 A S H brttiik.

// REREER // JEiLE%4%: libraries/chain/contract evaluator. cpp
/] BEER /) GATERL AR
void result contract deploy evaluator::do evaluate(const contract deploy operation &op)
{ try {
database &d = db();

FC ASSERT (d. head block time() >=HARDFORK 2 0 TIME, “contract is not enabled before
HARDFORK 2 0 TIME”);

contract obj = &(d. get account by uid(op. contract id));

" _”

FC ASSERT (contract obj—>code. size() == 0, “account: ${a} already deployed contract”, ("a”,
op. contract id));

wasm interface::validate (op. code) ;

return void result();
} FC_CAPTURE AND RETHROW ((op)) }

/] BEER /) FAMBZHER




AR GE %
 BEOS

| N

void result contract deploy evaluator::do apply(const contract deploy operation &op)
{ try {
db (). modify (tcontract obj, [&] (account object &obj) {
obj.vm _type = op.vm_type;
obj.vm version = op.vm _version;
obj.code = op. code;
obj.code version = fc::sha256: :hash(op. code) ;
obj.abi = op. abi;
DR

return void result();
} FC_CAPTURE AND RETHROW((op)) }

EE: SAMBNLEXT N H bk JE 7 1S A e i3 2 Bk, R EBm 7, WEZEE
TR T, GATERE . AAHE ST UEH update _contract my 23T A4, HET
RIEHEA 27T B A AH S RPC 74> o

1.2 547 %

i gxx T HImIFERGES LIRS, A5 WASM Z35 08 SO A0 ABT 22 11 3044 485 1% ] update contract
X O & LT

// REER // RIBEE#E: libraries/wallet/wallet. cpp
signed transaction update contract(string contract,
string contract dir,
bool csaf fee
bool broadcast)
{ try {
FC ASSERT (!self.is locked()):

std::vector<uint8 t> wasm;
variant abi def data;
/] BREEER // INBREREE LI WASM FF 53045 ABT 8 0 30k
auto load contract = [&] () {
fc::path cpath(contract dir);

”

if (cpath. filename(). generic string() == 7.”) cpath = cpath. parent path();

fc::path wasm path = cpath / (cpath. filename(). generic string() + ”.wasm”);
fc::path abi_path = cpath / (cpath. filename (). generic_string() + ”.abi”);

bool wasm exist = fc::exists(wasm path) ;
bool abi exist = fc::exists(abi path);

FC ASSERT (abi exist, “no abi file exist”);
FC ASSERT (wasm exist, “no wasm file exist”);

abi def data = fc::json::from file(abi path);
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std::string wasm string;

fc::read file contents(wasm path, wasm string);

/] FERER // A LIH WASM F IR0 SO A BA\x00\x61\x73\x6d P75 77k

const string binary wasm header ("\x00\x61\x73\x6d”, 4):

FC ASSERT (wasm string. size() > 4 && (wasm string. compare (0, 4, binary wasm header) ==
0), “wasm invalid”);

for (auto it = wasm string.begin(); it != wasm string.end(); ++it) {
wasm. push back (xit) ; //TODO

b
load contract () ;
account object contract obj = this—>get account (contract) ;

optional<account uid type> new _owner account id;

/] B#EELZ /) REXHSH

contract update operation op;

op. contract_id = contract_obj. uid;

op. code = bytes (wasm. begin(), wasm. end());

op.abi = abi def data.as<abi def> (GRAPHENE MAX NESTED OBJECTS) ;

signed transaction tx;
tx. operations. push back (op) ;
set operation fees(tx,
“remote db—>get global properties().parameters. get current fees(), csaf fee);
auto dyn props = get dynamic global properties();
tx. set reference block( dyn props. head block id ) ;
tx. set expiration( dyn props.time + fc::seconds(30) );
tx. validate();
/! BEER // BREHTBLE
return sign transaction(tx, broadcast);
} FC CAPTURE AND RETHROW( (contract) (contract dir) (csaf fee) (broadcast)) }

AT ATIRAL G, &0t do evaluate PREUT &L THRAE Z TSR, W @ A58,
UM do_apply pRECRE & 2015 2 H 2 H brsbit

// FREVBER // JETESE4E: libraries/chain/contract_evaluator. cpp
/] BEER /) GAFRL5ERERR
void result contract update evaluator::do evaluate(const contract update operation &op)
{ try {
database &d = db();

const account object& contract obj = d.get account by uid(op.contract id);
FC ASSERT (contract obj. code.size() > 0, “can not update a contract not deployed: ${a}”, ("a”,
op. contract id));
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code hash = fc::sha256: :hash(op. code) ;
FC ASSERT (code hash != contract obj.code version, “code not updated”);

wasm interface::validate (op. code) ;

return void result();
} FC_CAPTURE_AND RETHROW ((op)) }
/] BEER /) EAREZGER
void result contract update evaluator::do apply(const contract update operation &op)
{ try {
database &d = db() ;
const account object& contract obj = d.get account by uid(op.contract id);
db (). modify (contract obj, [&](account object &obj) {
obj.code = op. code;
obj.code version = code hash;
obj.abi = op.abi;

1)

return void result();
} FC CAPTURE AND RETHROW ((op)) }

EE: SATHRAAER B H AR 7RI A e 8 #E 2xE N A, AR S EE T T R
TR —2 WEATH R RN I 7, X EWRE S LATCE BT ABT.

1.3 54EA
L EREE B )5, AP A call contract fiv& i XN & 21565

// FREVBER // RIS E4E: libraries/wallet/wallet. cpp

signed transaction call contract(string account,
string contract,
optional<asset> amount,
string method
string args,
bool csaf fee
bool broadcast)

{ try {

FC ASSERT (!self.is locked());

account object caller = get account (account) ;
account object contract obj = get account(contract) ;
/] BEER /) REXHEH
contract call operation contract call op;
contract call op.account = caller. uid;

contract_call op.contract _id = contract_obj.uid;

if (amount.valid()) {
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contract call op.amount = amount;
}
contract call op.method name = string to name(method.c str());
fc::variant action args var = fc::json::from string(args);

abi serializer abis(contract obj.abi, fc::milliseconds (1000000)) ;

auto action type = abis.get action type(method);

GRAPHENE ASSERT (laction type.empty(), action validate exception, “Unknown action
${action} in contract ${contract}”, (“action”, method) (“contract”, contract));

contract call op.data = abis.variant to binary(action type, action args var,

fc::milliseconds (1000000)) ;

signed transaction tx;
tx. operations. push back (contract call op);
set operation fees(tx,
“remote db—>get global properties().parameters. get current fees(), csaf fee);

auto dyn props = get dynamic global properties();

tx. set reference block( dyn props. head block id );

tx. set expiration( dyn props.time + fc::seconds(30) );
tx.validate();
/] REER /) BRI BRE
return sign transaction(tx, broadcast);

} FC_CAPTURE AND RETHROW( (account) (contract) (amount) (method) (args) (csaf fee) (broadcast)) }

T EA LA SN, 208 do_evaluate RS SRR 2 TR, WRIET ALK,
2 do_apply BREHAT I #AME, FRRHATE RS A X B,

// REREESR // JREiBE%4%: libraries/chain/contract evaluator. cpp
/] BEER /) LR SRR
void result contract call evaluator::do evaluate(const contract call operation &op)
{ try {
database& d = db();
const account object& contract obj = d.get account by uid(op.contract id);
FC ASSERT (contract obj.code.size() > 0, “contract has no code, contract id ${n}”, (“n”,

op. contract id));

// check method name
const auto& actions = contract _obj. abi.actions;
auto iter = std::find if(actions. begin(), actions.end(),
[&] (const action def& act) { return act.name == op.method name; });

FC ASSERT (iter !=actions. end(), “method name ${m} not found in abi”, (“m”, op.method name)) ;
if (op.amount.valid()) {

// check method name, must be payable

FC ASSERT (iter—>payable, “method name ${m} not payable”, ("m”, op.method name)) ;

// check balance
bool sufficient balance = d. get balance (op. account, op.amount—>asset id).amount >=

op. amount—>amount;
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) Rt

FC ASSERT (sufficient balance,
“insufficient balance: ${balance}, unable to deposit ’ §{total transfer} from

s 7

account ~${al’ to " §{t}
”a”, op.account) (“t”, contract obj.uid) ("total transfer”,
d. to pretty string (¢(op. amount)))

("balance”, d.to pretty string(d. get balance (op. account

op. amount—>asset id))));

}

if (op.fee.total.amount > 0) {
// fee from account is calculated by evaluator::evaluate()
// prepare fee —> do evaluate —> convert fee —> pay fee —> do apply
// if cpu fee charged, this check may fail for cpu time may different for the same opertion
FC ASSERT (op. fee. total >= fee from account, “insufficient fee paid in trx, ${a} needed”,
("a”, d.to pretty string(fee from account)));

}

// ram—account must exists

const auto &account idx = d.get index type<account index>().indices(). get<by name>();
const auto &account itr = account idx.find(“ramaccount”);

FC ASSERT (account itr != account idx.end(), “ramaccount not exist”);

ram _account _id = account itr—>uid;

return void result();
} FC CAPTURE AND RETHROW ((op)) }
/] BEER /) EHRRZSER
contract receipt contract call evaluator::do apply(const contract call operation &op)
{ try {
// do apply:
// 1. run contract code
// 2. charge base fee
// 3. charge ram fee by account

// charge base fee:

// 1. calculate base fee (basic fee + cpu fee)

// 2. convert base fee to core asset

// 2.1 call prepare fee to calculate fee from account and core fee paid
// 2.2 call convert fee to adjust UIA fee pool (UIA: user-issued assets)
// 3. deposit cashback

// 4. adjust fee payer s balance

auto &d = db();

fc::microseconds max trx cpu us = fc::seconds(3);
if (_billed cpu time us == 0)
max trx cpu us =
fc::microseconds (std::min(d. get global extension params().trx cpu limit,
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d. get max_trx cpu time()));

action act{op.account, op.contract id, op.method name, op.data};
if (op.amount.valid()) {

act.amount. amount = op. amount—>amount. value;

act.amount. asset id = op.amount—>asset id;

// run contract code
transaction context trx context(d, op.fee payer uid(), max trx cpu us);
apply context ctx{d, trx context, act};

ctx. exec();

fee param = get contract call fee parameter(d);
uint32 t cpu time us = billed cpu time us > 0? billed cpu time us :
trx context. get cpu usage();
if(cpu time us > 1000)
{
auto cpu_fee = uint64 t(cpu_time us + 999) / 1000 * fee param.price per ms_cpu;
d. adjust balance (op. account, — asset(cpu fee, GRAPHENE CORE ASSET AID)) :

contract receipt receipt;
receipt.billed cpu time us = cpu_time us;
receipt. fee = fee from account;

account receipt r;

auto ram statistics = trx context.get ram statistics();
for (const auto &ram : ram statistics) {

// map<account, ram bytes>

r.account = account uid type(ram. first);

r.ram_bytes = ram. second;

// charge and set ram fee
charge ram fee by account(r, d, op);
receipt. ram receipts. push back (r) ;

return receipt;
} FC_CAPTURE AND RETHROW ((op)) }

UL R 4 0B 5009 payable, TBATE 220y IR T 5e 53 Y7 . TR 2T R, A2l
AT 53 80— G 2 R R A 20V 5 5 DU BRI, 75 2 2 T AT X B . e T
A R 1 60 2R 0 2 25 V0 ) B KOS 75 76 ABT o, G012 ABT e G s 0t B B OB 1,
P 5

|// REEER // JRFSE&4E: libraries/chain/wasm_interface. cpp
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class transaction api : public context aware api {
public:
using context aware api::context aware api;

void send inline(array ptr<char> data, size t data len) {
uint32 t max_inline action size =
context. trx context.get inter contract calling params().max inline action size;
FC ASSERT (data len <= max inline action size, “inline action too big, max size=${s}
bytes”, (”s”, max inline action size));
/] BEER /) ARRENE, RRXFEAKREA 4

context. trx context. check inter contract depth();

action act;
fc::raw: :unpack<action>(data, data len, act, 20);
/] BEER // ARE IS E
// check action sender
FC ASSERT (act. sender == context. receiver,
“the sender must be current contract, actually act.sender=${s}, current
receiver=${r}”, (”s”, act.sender) ("r”, context.receiver));
// check amount
FC ASSERT (act. amount. amount »>=0, “action amount must >= 0, actual amount: ${a}”, ("a”,
act. amount. amount) ) ;
/] BEER /) BRREYRE
// check action contract code
const account object& contract obj =
context. db—>get account by uid(act.contract id);
FC ASSERT (contract obj.code.size() » 0, “inline action’ s code account ${account} does
not exist”, (“account”, act.contract id));
/] BERER // AR ABIKE
// check method name, must be payable
const auto &actions = contract _obj.abi.actions;
auto iter = std::find if(actions.begin(), actions.end(),
[&] (const action def &act def) { return act def.name == act.method name; });
FC ASSERT (iter != actions.end(), “method name ${m} not found in abi”, ("m”,
act. method name)) ;
if (act.amount.amount > 0) {
FC ASSERT (iter—>payable, “method name ${m} not payable”, (“m”, act.method name)) ;
}
// WEREER // MR inter_contract_call_operation
inter contract call operation op;
op. fee = asset {0, context. db—>get core asset().asset id};
i f(act. amount. amount > 0)
op. amount = asset{act.amount.amount, asset aid type(act.amount. asset id)};
op. contract id = account uid type(act. contract id);
op.data = act. data;
op. method name = act.method name;
op. sender contract = account uid type(context. receiver);

11
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context. execute inline(std::move (op));

}s

TEILAE R inter_contract call operation fidFEH, TBEFEMEHEL G F, EZAEERN 4 EBEY
T operation, BH 4 R SZPATIE 5% . 4% inter contract call operation j&, <1
execute inline BRI operation IR inline operations PAFIRIEES, 7&X4EIRKEIATER)E, BHAT
_inline operations BAIH ] operation.

// FREVBER // JETESE4E: libraries/chain/contract_evaluator. cpp

/] BEER // BELAREAR RN

void result inter contract call evaluator::do evaluate(const inter contract call operation
&op)

{ try {

database &d = db();

FC ASSERT (d. get contract transaction ctx() != nullptr, “contract transaction ctx
invalid”) ;

return void result();
} FC_CAPTURE AND RETHROW ((op)) }
/] BEER /) BEHRAEXR
void result inter contract call evaluator::do apply(const inter contract call operation &op)
{ try {
database &d = db();

transaction context* contract transaction ctx = d.get contract transaction ctx();

action act{op. sender contract, op.contract id, op.method name, op.data};
if (op.amount.valid()) {

act. amount. amount = op. amount—>amount. value;

act.amount. asset_id = op. amount—>asset_id;

apply context ctx{d, *contract transaction ctx, act};
ctx. exec() ;
return void result();

} FC_CAPTURE AND RETHROW ((op)) }

HE: (D) BEQREMITERER, WEEZMASILAHAT, T2 &2, 2R
Je ZREEPAT 2 AT R O AR AR, 2 R AT S LR AT

(2) ZMEE LTI AT LS MR i ar e 2 B A RITRE RS & 20 KT 2
TR BRB 5 JE U AT BN A 2018 F DA P AR 8 6 20 1 T AT 52 i A BRRAT [RIEREE R R
— AL

(3) A ELIRATIERIRE, XKL PIITH, &Z A6 4 BESATM;

(4) BEAFMMHE =128, ) sender UATNHATELAINKS . HIk, FEER, WRESSZHAM
F A PR K3 L T 3 L) RAM SEAE I P i I, I 2 2 AR5 20 SR X IR RAM R RE S 20T R d s
Hh S B AT AT RESBG R, S BORE RAM AR AL R S L B R

12
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// BEEER // TRIEEK#2: contracts/graphenelib/action. hpp
/%%
% @tparam T — the type of the action data
* @param contract — name of the contract account
* @param method — name of the action
* @param args — will be serialized via pack into data
* @param sender — the contract caller
*% @param amt — the amount of asset to transfer to target contract
%/
template <{typename T>
action(std::string contract, action name method, T &&args, uint64 t sender, const
contract asset &amt = {0, 0})
. sender (sender)
, amount (amt)
, method (method)
, method args binary (pack (std::forward<T> (args)))

{
int64 t acc id = get account id(contract.c str(), contract. length());
graphene assert (-1 != acc id, “account not found”);
contract _id = acc_id;

}

GRAPHENE SERIALIZE (action, (sender) (contract id) (amount) (method) (method args binary))

void send() const

{
auto serialize = pack (+this);
::send inline(serialize.data(), serialize.size());

—

2 BUEE

2.1 FABERE

A2 RS A 2K IR AU AT K, (EAN Al A AT P AR 2 DL R R R . WASM & 29 FUPLER At 1
PN R O TR & 40K P #40K . withdraw asset F1 inline transfer. IXPANeREUE DI REHE

AK—%F, inline_transfer 4MHIE T memo Z4(, AI{E N FBEEIK H B I memo 15 8« XA BAEHE I 7E
PATHF 4B inline transfer operation T SEELAEIK#RAE .

// REREESR // PRI E&4R: libraries/chain/wasm_interface. cpp
void withdraw asset(int64 t from, int64 t to, int64 t asset id, int64 t amount)
{
/] BERER // FHWEERR

FC ASSERT (from == context. receiver, “can only withdraw from contract ${c}

” (// ”
bl c,

context. receiver)) ;
FC ASSERT (from != to, “cannot transfer to self”):

13
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FC ASSERT (amount > 0, “withdraw amount ${a} must > 07, (“a”, amount));
FC ASSERT (from >= 0, “account id ${a} from must >= 07, ("a”, from));
FC ASSERT (to »= 0, “account id ${a} to must >= 07, ("a”, to));:

FC ASSERT (asset id »>= 0, “asset id ${a} must >= 07, (“a”, asset id));

auto &d = context.db();

asset afamount, asset aid type(asset id & GRAPHENE DB MAX INSTANCE ID)};

account uid type from account = account uid type (from & GRAPHENE DB MAX INSTANCE ID);

account uid type to account = account uid type(to & GRAPHENE DB MAX INSTANCE 1ID);

FC ASSERT (d. get balance (from account, a.asset id).amount >= amount, “insufficient
balance ${b}, unable to withdraw ${a} from account ${c}”, (“b”

” 7 ” 7

d. to pretty string(d. get balance(from account, a.asset id))) (“a”, amount) (“c”, from account)) ;

// adjust balance
transaction evaluation state op context (&d);

op_context. skip_fee schedule check = true;

inline transfer operation op;

op. amount = a;

op. from = from account;

op. to = to account;

op. fee = asset{0, d.get core asset().asset id};
d. apply operation(op context, op);

void inline transfer(int64 t from, int64 t to, int64 t asset id, int64 t amount,
array ptr<char> data, size t datalen)
{
auto &d = context.db();

FC ASSERT (from == context. receiver, “can only transfer from contract ${c}”, ("¢”
context. receiver)) ;

FC ASSERT (from >= 0, “account id ${a} from must >= 07, ("a”, from));

FC ASSERT (to »= 0, “account id ${a} to must >= 07, ("a”, to));:

FC ASSERT (from != to, “cannot transfer to self”):

FC ASSERT (asset id »>= 0, “asset id ${a} must >= 07, ("a”, asset id));

asset afamount, asset aid type(asset id & GRAPHENE DB MAX INSTANCE ID)};
account uid type from account = account uid type (from & GRAPHENE DB MAX INSTANCE ID);
account uid type to account = account uid type(to & GRAPHENE DB MAX INSTANCE 1ID);

std::string memo(data, datalen);

// apply operation

transaction evaluation state op context (&d) ;
op context. skip fee schedule check = true;
inline transfer operation op;

14
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op. amount = a;

op. from = from _account;

op. to = to account;

Op. memo = memo;

op. fee = asset{0, d.get core asset().asset id};
d. apply operation(op context, op);

}

inline transfer operation 2 LEJ#4T. $44T inline transfer operation I}, < do evaluate
K8 R E T CYHRTNA 2K ) & BA LIk e, RS- RO SB MY =RE . R
7, B do_apply 1BHUEIK X7 R0

// REREESR // JBEiBE%4%: libraries/chain/transfer evaluator. cpp
// JR#EEER // inline_transfer operation & R PERM
void result inline transfer evaluator::do evaluate(const inline transfer operation &op)
{ try {
const database& d = db();

const account object& from account = d. get_account by uid(op. from) ;
const account object& to account = d. get_account by uid(op. to) ;
const asset object& asset type = d. get asset by aid( op.amount. asset id )

bool insufficient balance = d.get balance (from account, asset type).amount >=
op. amount. amount ;
FC ASSERT (insufficient balance
“Insufficient Balance: ${balance}, unable to transfer ’${total transfer}’ from
account ' ${a}’ to ' ${t}’”
("a”, from account.name) ("t”, to account.name) (“total transfer”,
d. to pretty string(op.amount)) ("balance”, d.to pretty string(d. get balance(from account
asset_type))));

return void result();

} FC_CAPTURE AND RETHROW ( (op))}
// FEREEZ // inline transfer operation 2%k
void result inline transfer evaluator::do apply(const inline transfer operation& op)
{ try {
db (). adjust balance (op. from, —op.amount) ;
db (). adjust balance (op. to, op.amount) ;
return void result();
} FC_CAPTURE AND RETHROW ((op))}

2.2 XGF8%H

AT BRI FELCE, YOYOW ABEXTRREEAS Z L T F429%, B RAM F-423% 2 KiXE| ramaccount K
F, HAR T3 B T4 B S K P A B N R Y YOYO0. A AR E AR S F a8 s i AR T -

o GAHE
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) Rt

BEOSIN
> EEARFLTR: 1 Y00
> HETFL%: 10 YOYO/KB  (£3E: 4% vm_type. vm version. code. abi)
> T = BATEN + BTk

// REREESR // JEiBE%4%: libraries/chain/transfer evaluator. cpp
struct contract_deploy operation : public base operation {
/] BREER /) BXFEBBBUKLRNME
struct fee parameters_type {
uint64_t fee = 1 * GRAPHENE_BLOCKCHAIN_PRECISION;
uint64_t min_real_fee = 0;
uintle_t min_rf _percent = 0;
uint32_t price_per_kbyte = 10 * GRAPHENE_BLOCKCHAIN_ PRECISION;
extensions type extensions;

¥

fee_type fee;
account_uid_type contract_id;
fc::string vm_type;
fc::string vm_version;
bytes code;

abi_def abi;
extensions_type extensions;

account uid type fee payer uid() const

{
return contract_id;
}
void validate() const
{
validate op fee( fee, "contract_deploy" );
validate account uid(contract_id,"contract_id ");
FC_ASSERT(code.size() > @, "contract code cannot be empty");
FC_ASSERT(abi.actions.size() > @, "contract has no actions");
}

/] BEER /) BTFEFRIH
share_type calculate fee(const fee parameters_type &k) const
{
auto core_fee_required = k.fee;
auto bSize = vm_type.size() + vm_version.size() + code.size()+
fc::raw::pack_size(abi);
auto data_fee = calculate data fee(bSize, k.price per_kbyte);
core_fee required += data_fee;
return core_fee_required;

}s
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) Rt

BEOSIN
o HATJH
> EEARFLR: 1 Y00
> HdEFLEP: 10 YOYO/KB  (%iF: 35 codey abi)
> AT = BATEN + BTk

// FREVBER // JETESE4E: libraries/chain/transfer_evaluator. cpp
struct contract_update_operation : public base_operation {
/] BEER /) BXFEBBBUKLRME
struct fee parameters_type {
uint64_t fee = 1 * GRAPHENE_BLOCKCHAIN_PRECISION;
uint64_t min_real fee = 0;
uintl6é_t min_rf_percent = 0;
uint32_t price_per_kbyte = 10 * GRAPHENE_BLOCKCHAIN_PRECISION;
extensions type extensions;

¥

fee type fee;
account_uid_type contract_id;
bytes code;

abi_def abi;
extensions_type extensions;

account_uid_type fee_payer_uid() const

{
return contract_id;

}

void validate() const

{
validate op fee( fee, "contract update" );
FC_ASSERT(code.size() > @, "contract code cannot be empty");
FC_ASSERT(abi.actions.size() > @, "contract has no actions");
validate account uid(contract_id,"contract_id ");

}

/] BEER /) BFERITE
share_type calculate fee(const fee parameters_type &k) const
{
auto core_fee_required = k.fee;
auto bSize = code.size() + fc::raw::pack size(abi);
auto data_fee = calculate data fee(bSize, k.price per_kbyte);
core_fee required += data_fee;
return core_fee_required;

3
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) Rt

BEOSIN
o LM
> FEAFL: 0.5 YOVO0
> BAPATFS: 5 YOYO/ms (i PATHEEIN T Ims ASYCHUA T 3% )
> RAM F4:%%: 10 YOYO/KB
> MTEYh = BEARTEN + SAPUT T + RAM TR

// FREVBER // JETSE4E: libraries/chain/transfer_evaluator. cpp
struct contract_call_operation : public base_operation {
/] BEER /) B NTFERRBULIRINME
struct fee parameters_type {
uint64_t fee = GRAPHENE_BLOCKCHAIN_ PRECISION/2;
uint64_t price_per_kbyte_ram = GRAPHENE_BLOCKCHAIN_PRECISION * 10; //fee of ram
should pay from balance directly. not include in fee_type fee
uint64 t price_per_ms_cpu = GRAPHENE_BLOCKCHAIN_ PRECISION*5;

uint64_t min_real_ fee = 0;

uintl6_t min_rf_percent = 0;

extensions_type extensions;
s
fee_type fee;
account_uid_type account;
account_uid_type contract_id;
fc::optional<casset> amount;
action_name method_name;
bytes data;
extensions_type extensions;

account uid type fee payer uid() const { return account; }

void validate() const

{
validate op fee( fee, "contract_call" );
validate account uid(contract_id,"contract_id ");
FC_ASSERT(data.size() >= 0);
if (amount.valid()) {
FC_ASSERT(amount->amount > @, "amount must > 0");
¥
}

/] BEVER /) BAFERITE

share_type calculate_fee(const fee_parameters_type &k) const

{
// just return basic fee, real fee will be calculated after runing
return k.fee;

}s

18




| AR

 BEOSIN

3 HIHER

3.1 BAHE

R AAEER, vm type 5 v version REFIMEM, 5 AR HFEATRIN
BREER: SUHTHIA, vo_type 5 vm version H2&4c3, KRBT (T L.
3.2 &L BT

R WS, AR K RN TR I B B, SO IR, JFIR RIS 5
RIGEA o AEIRBIAE 5 RIBRA - RIEE KT 55K Batg A —2, Wil 2 P, thsh,
FEFRIEHI SR YOYOW 55721, % B = 4548 YOYOW B 7= AT o, Wil 3 from. @B EEE 5 KM
P AF e o

BEER. CBH.

void_result contract_call_ewvaluator::do_evaluate(const contract_call_operation &op)

{ try {
database& d = db();
const account_object& contract_obj = d.get_account_by_uid{op.contract_id);
FC_ASSERT(contract_obj.code.size() » @, “"contract has no code, contract_id ${n}", ("n", op.contract_id));

.

! heck method_name
const auto& actions = contract_obj.abi.actions;
auto iter = std::find_if(actions.begin(}, actions.end(),
[&](const action_def& act) { return act.name == op.method_name; });
FC_ASSERT(iter != actions.end(), "method_name ${m} not found in abi", ("m", op.method name});
if (op.amount.valid()) {
'/ check method_name, must be payable

FC_ASSERT(iter-»payable, "method_name ${m} not payable", ("m", op.method_name});

" check balance
bool sufficient_balance = d.get_balance(op.account, op.amount-rasset_id).amount >= op.amount->amount;
FC_ASSERT(sufficient_balance,
"insufficient balance: ${balance}, unable to deposit '${total transfer}’ from account '${al' to "${t}'",
("a", op.account)("t", ("total_transfer”, |c .to_pretty_string(op.amount-:ramount 1‘

("balance”, d.to_pretty_string(d.get_balance(op.account, op.amount->asset_1d))));

1 do evaluate PREER2> U5 DAL 1A

© exception: un
Execution error xcepti ufficient_balance: insufficient balance ® YOYO, unable to deposit '9 ! from account '25638' td 'l

: sufficient_balance: insuff nt balan 90 YOYO, unable to dep t 500 YOYQ' froi c t 8' to '1.2.
t Exception: ient_bala insufficient balance YOYO, unable to deposit 500 YOYO' fro
ception”, e 3 "evel”:"error” 1e" ntract_evaluator.cpp","line":114,"
},"forma balance: insufficient balal ${bala s able to dep 3
9560 YOYO c 0 YOYO0"}} {"level":"warn","file"
},"format":"","data" t{ otal":{"amount":0

B 2 225 KR AT (1)
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 BEOSIN

fied
ert Exception: sufficient_balance: insufficient balance: © USDT,| unable to depo 110000000 YOYO'| from account '370500 to '1.2.25
xecution error: Assert Exception: sufficient_balance: insufficient balance: 2000 USDT, unable to deposit '10@8@000 YOYO' from account '370500683' to '1.2.25'","data":
age": "Executi : rt Exception: sufficient_balance: insufficient balance: 2000 USDT, unable to deposit '16000000 YOYO' from account '3705@8
o '1.2 ; {"code":10, "name" t_exception","message"”: "Assert Exception”,"stack”:[{"context":{"level":"error","file":"contract_evaluator.cpp","line":114,"method":"do_evalua
te", "hostname" "thread_name" 17T09:33:37"},"forma fficient_bala insufficient balance: ${balance}, unable to deposit '${total_transfer}' from acc
ount '${a}' to '${t}'"," 137050068 :"1.2.25","total_transfer":"18000000 YOY0","balance":"2000 USDT"}},{"context":{"level" line":131
,"method": "do_evaluate","h ; _a","timestamp":"2021-06-17T@9:33:37"}, " format "data" : ; t_i 7050068
ontr 1370500683, "amount! 0080000000" ,"asset_1d":1}, "method_name": "withdraw","data 1514 0166e0000008 000000
{"level":"warn","file":"evaluator.cpp", 9, "method" : "start_evaluate","hostname" thread_name _a","timestamp":"2021-06-17T89:33:37"}," format"
el":"warn","file":"db_block.cpp","line" method" : "apply_operation", "ho: ", "thread_name":"th_a","timestamp" 21-0 h}, Uformati: 2, op"
}},"account” :370500683, "contract_id":370500683, "amount": { "amount" : "18@0000000000" , "asset_id": 1}, "method_name": "withdraw", "data":"4b64151600000000166000000000
990000000" 1]} ntext":{"level":"warn","file":"db_block.cpp","line":773,"method":"_apply_transaction","hostname" thread_name":"th_a","timestamp":"2021-

17T09:33:37"}, "format":"", "data": {"trx": {"ref_block_num":618 850313436, "expiration”: {"total":{"amount":0,"asset_id
v:0}} ntract_id":370500683, "amount": {"amount" : " 10000800000 asset_id":1},"method_name" : "withdraw" ,"data" : "4bl
000000000800"}17 , 3 "context”: {"level":"warn","file": "db_block.cpp”,"line":236, "method" action","hostname"

3:37"},"format":"" "ref_block_num" : 6189 1] ix":850313436, "expiration":"20 9 operations" 6 0,"asset_1d":0}},"

unt":370500683, "contract_id": ,"amount" : 0009 _1d":1},"method_name" : "withdr "4b6415 0090000 010000000008 200000
00000"}]1],"signatures": [13}}1333}

th_a state.cpp:39 handle_reply

3 R RMUREE A (2)
3.3 4%

R (1) YOYOW FLdfi kP Bk, S TLEN, RS ECT M BHEHAE. DDoS 45 [
A (2) BB EEIR DIRERITE L T, B transfer MG AT S HEIK I 2L St 1l &2
TR P L%, BB EATERNATTEA; ) £aATHgud T, @UEsEdE 8%t
70 BE T g g Bt ATk

BEER: £1). QuWOEBE, %G H2%.

3.4 BAARAFEH

R YOYOW G20 T, SAPUT FERMGEHLIA R, SEHE 1 ns K525 AR
BLPATFLE . AR NE 4 Fios:

param = get contract call fee parameter(d);
32 T cpu time us = billed cpu time us > @? billed cpu time us : trx_context.get cpu usage()
if{cpu time us < 1886)

bl

auto cpu fee = nt6d t(cpu time us + 929) / 1888 * fee param.price per ms_cpu;
d.adjust balance(op.account, - asset{cpu_fee,GRAPHENE CORE_ASSET AID));

4 contract call evaluator::do apply PR 25 A5 %
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FA B 22 R O TSR RSN I e 1) 77 2O A B YOYOW () WASM Ak 22 1k DL R b 5538 4R 22
Gk S U5 T AT 2 4E P AT Y SR R 2 A o UE o A AR B TR R R BN () L I H i
e, &it, YOYOW AR WASM GBI BT R EBE g, #itsRouEe () .
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